
 

Dear Valued Customer: 

Due to the ever-sensitive nature of credit information available, as well as accessible, online, 
the FCRA has added new user regulations in an attempt to counteract the recent number of 
fraudulent acts. As of July 27, 2007, IP address restrictions are required for those accessing 
sensitive screening information, in order to ensure the security of the accessible online data. 
New IP address restrictions are now mandated by the Credit Bureaus, in compliance with the 
FCRA, to limit the access of this information to a specific computer, or group of computers. 
This security feature will help prevent outside intrusions from computers not matching your 
selected IP address and/or the IP range defined by your account administrator/manager. 

What is an IP address and IP Restrictions? 

Each computer on a network has a unique IP address, and the number is used to identify your 
computer on a network. The address is represented in dotted decimal notation, and the 
decimal value of each octet/group of numbers is separated by a period (for example 
255.255.255.255). IP address restrictions enable you to determine which IP addresses have 
access to certain data. 

How will this all work? 

Your account manager will be able to choose which computers within your company can gain 
access to the screening data that you purchase. All necessary computers can be included, so 
long as you identify them over this “date-collection” period. Once this “date-collection” period 
is over, new user locations will have to be approved by the manager of your account, and only 
then can be manually added in for accessibility. 

In order to facilitate the identification of the IP addresses/ranges of all permissible users, you 
will begin to receive a pop-up notification immediately after you log-in to your account, 
requesting permission to collect IP address data. You can either submit the information, or 
cancel the transaction for a later time. All information collected is coded, and is kept in utmost 
confidentiality. Please bear in mind that these new regulations will take effect on July 27th, 
2007.  We are required by the FCRA to (temporarily) suspend access to all sensitive data after 
this date, unless IP address restrictions are enabled.  

Please feel free to call us if you need assistance, or have any questions regarding these 
mandatory requirements. Thank you for your understanding. 

 

Sincerely, 

WeiMark Customer Service 
(718) 338-3040 
support@weimark.com 

 

  


